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About this survey

In the survey, respondents were asked to:

e describe their main concerns about the
insurance sector over the next 2-3 years

» rate a list of potential “Banana Skins” or
risks

e rate the preparedness of insurance
institutions to handle the risks they saw

The breakdown of responses by type of respondent was

()
2% 5%
9% Middle/East Asia o Broking/
12%  ppica (Thailand = 2) 6%  intermediary

Latin Reinsurance
America

806

10% 54
North ) 51% 2% Practitione
America Countries Europe </ % rs and close
observers
20%
Far East
Pacific 28%

Observer

PwC

43%

Non-life
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At a glance: climates of the survey

The tone of the response is
more negative this year

Investment climate
A heavy regulatory agenda

The pressures of deep structural and
technological change

Insurance Banana Skins Index

2007 2009 2011 2013 2015
Top score =#= Avg score

The top scores were: 2007: Regulation
2009: Investment performance
2011: Regulation
2013: Regulation
2015: Regulation



| Top three risks identified
Overall Non-life

Regulation Cyber risk

The vast volume of regulation add costs Businesses are primarily concerned with

to companies and distract management underwriting risk, especially the growth of
cyber risk

Risk perceptions heavily influenced by
disasters such as flooding in Thailand and
earthquakes in NZ and Japan

The current low interest rate
environment is hurting the industry

Major concern: data held in the The vast volume of regulation add costs
‘cloud’ could be breached, resulting to companies and distract management
in financial and reputational damage

PwC



Declining risks

Quality of management

As aresult of an improved governance at the board level and closer regulation of the sector,
the concern over quality of management is easing.

Risk management

Risk management in particular has improved since 2013, and that ‘questionable’ business
practices are less of a problem.

On the overall, the insurance industry see itself as better prepared to handle the problems it faces than it
was at the time of the last survey in 2013.

PwC



Key risks for life and non-life businesses

Life

» No. 1risk for Life insurers are interest rates and
the macro-economy.

» Harder to generate competitive returns for
policyholders and potentially higher capital charges
for guaranteed products.

What should companies do?

Tight cost control is clearly
v crucial in being able to sustain

margins

Develop a better understanding of
@ the interdependencies between
capital demands and asset yields.

PwC

Non-life

» No.1risk for non-life, is cyber risk.

» Especially as more business move to online and
mobile channel

» Sensitive policy holder information, if compromise

would lead to loss of trust

What should companies do?

2
A

©

]

Evaluate data and system
infrastructure Lo

Involve more specialist in surveillance
encryption and biometric verification

Look at how cyber security can be strengthened
without undermining the digitally-enabled ease
and accessibility customers now expect.



2015 Insurance Banana Skin ranking

Ranking*
‘ Distribution gmd]u(:t (20)
. channels (11 evelopment (20
o Regulation (1) Natural (11) |
@ Reputation (14)
g M ( ) catastrophes (5)
acro-economy (3 . _
Quality of risk @ Climate change (18)
9 Int s () management (7)
nterest rates (- -
Busmess @ Social change (-)
o . practices (4)
2 Cyber risk (_) Quality of Corporate
6 Investment management (8) iovirriance (17)
Market apia
performance (2) ® .oniition availability (16)
Change Long tail @ Terrorism (27)
management (15) liabilities (9) .
Pollution/
Guarantee @ Human talent (19) contamination(26)
products (6) c ,
Political ~omplex
*2013 ranking in brackets interference (10) Instruments (23)
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Who said what - risk priorities vary

Common concerns about regulation, economic trends
and industry changes

1 Life Insurance 02 Non-life

1. Interestrates « .

2. Macro-economy The main .

3. Regulation concerns are 1. Cyber rlSk

4. Guaranteed products linked to 2. Natural

5. Investment performance .

6. Cyber risk the economic catastrophes

7. Distribution channels environment” . “The main

8. Change management 3. Reg ulation

9. Business practices 4. Change management COncerns are
10. Political interference

5. Macro-economy linked to

risk”

7. Distribution

1. Markef conditions “The main
2. Regulation concern centres on Channels
3. Cyberrisk .
4. Interestrates the SOft conditions 8. Qu_ahty of management
5. Naturalcatastrophes  croqgted by excess 9. Climate change
6. Distribution channels .
7. Guaranteed products capacity and 10.Investment performance
8. Investment performance "new" types of
9. Quality of risk capita I’
management

10. Macro-economy

PwC 11



Who said what - risk priorities vary (cont'd)

Common concerns about regulation, economic trends
and industry changes

1. Change management 1. Regulation
2. Quality of management “The main 2, Interestrates « . .
3. Distribution channels ; 3. Macro-economy Reg ulation is
4. Quality of risk management ~ COTICETTLS AT linked 4. Guaranteed products at the top of
g. gyb(irtrisk to changes to the ,g é n}t);esty;{ent performance hservers’

- Regulation structure of the YDET I1S »
7. Climate change . ) f 7. Change management concerns
8. Macro-economy indus try 8. Distribution channels
9. Natural catastrophes 9. Business practices

10. Investment performance 10. Natural catastrophes

PwC 12



Who said what - risk priorities vary (cont'd)

PwC

North America and
Bermuda

Cyber risk

Regulation

Interest rates
Guaranteed products
Macro-economy

Market conditions
Investment performance
Change management
Distribution channels

10. Natural catastrophes

SO BN OUA PR

Europe '

1. Interestrates

2. Regulation

3. Guaranteed products

4. Macro-economy

5. Cyber risk

6. Investinent performance
7. Change management

8. Distribution channels

9.

Latin
America
Natural catastrophes

Regulation 10. Business practices
Macro-economy

Quality of risk
management
Investment performance
Natural catastrophes
Interest rates

Capital availability
Business practices
Climate change

10. Political interference

Mo

&

RO N oA

Far East/Pacific* '

1. Change management
2. Cyber risk

3. Distribution channels
4. Human talent

5. Regulation

6. Interest rates

7. Natural catastrophes

8. Investment performance
9. Macro-economy

10.Quality of risk management

* Australia, China, Hong Kong, Japan,
Malaysia, New Zealand, Singapore, South
Korea, Taiwan, Vietnam

13



The power of technology

Technological change causes concerns in:

Cyber risk 6 Human talent

@ Change management Product development

@ Distribution channels

New technology can be both a threat and an
opportunity

» The traditional insurance industry will be slow to
grasp the opportunity and will end up facing a threat.

» Digitisation, the internet and social media profoundly
influences price and demand for insurance products,
and the means customers use to interact with their
insurance providers.

PwC

Technological change creates new type

of risks such as:

ednlola

data security

nanotechnology

driverless cars

New entrants or “disrupters” such
as the big tech firms could edge out
conventional insurers

14
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Insurance major trend: 2020 and beyond

15




The Key STEEP drivers

Insurers and industry stakeholders need to

keep pace with STEEP drivers.

They create long-term opportunities for insurers, but
also increase competition, from within the industry and
new entrants from outside

Key STEEP drivers are:

Q Social 9 Economic

9 Technological 6 Political

@ Environmental

PwC
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Social: the power of connectivity

PwC

Aviva Drive app

Photo source: TV Advert Songs, UK

Meeting changing
customer demands

« A more connected world urged
insurers to use social platform
as its go-to market strategy to:

* Increase customer
engagement

e Provide insurance
solutions that meet
customers’ specific needs

17



Technological: shaping the organisation around
information advantage

The key competitive differentiator is
shifting from generating insights to @

how quickly and effectively can be « Allow quick analyses of data to support complex
furned. into action management decisions such as low-cost fund

selection, portfolio diversification and tax

Benefit of advanced analytics

planning
70 % « Extend usage to help clients make their policy
. . choices and manage finance affairs
of insurance say that big data
*, and/or analytics have changed « Allow insurer to design policy based on holistic,
the way they make decisions birth-to-death financial information, this may
include:

- Analyse of personal, social and behavioural

data
30 % - Gauge immediate demands, risk preferences,
A believe senior management the impact of life changes and longer-term
lacks the necessary skills to goals
make full use of the information % Reactive to preventive

The Internet of Things offers more real-time
and predictive data, allowing insurer to move
from reactive claim payer to preventative
risk advisor

Based on our survey participants of our 2014 Data and Analytics
Survey

PwC 18
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Technological: shaping the organisation around
information advantage (cont’d)

Japanese Insurance Firm Replaces

Human Staff With Artificial Intelligence

PwC
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Environmental: reshaping catastrophe risks and
insured values

The world is facing an increasingly o )
complex, uncertain and under- Developments in risk modelling

insured risk environment. » The CAT models, previously used only in

disaster prone zone, became ineffective in
Catastrophe losses capturing the total value at risk — as
production and asset value increase

120
* The ability to integrate multiple analytic tools

5 90 into one platform should increase planning
= capabilities
2 60
a
5

30 a Challenges for evaluating

and pricing risk
© 1976 o 1990 2013 Company need to also take into account
—— Natural —— Man-made —— 10-year moving average disruptions to asset/insured values resulting
from:
Environmental measures :
t itiaate risk * constraints on water
o mitigate ris e land
» International bodies (i.e. UN) and local » other previously under-evaluated risk
authorities are working to promote disaster risk factors

awareness and preparedness

» Heavier investment tin green energy

PwC 20



Environmental: catastrophe losses statistics

Costliest Natural Catastrophes Since 1980 ($ millions)

Year Event Region Insured loss US $m
(in original values)

2005 Hurricane Katrina 60,500

2011 EQ, tsunami Japan 40,000

2012 Hurricane Sandy USA, Caribbean 29,500

2008 Hurricane Ike USA, Caribbean 18,500

1992 Hurricane Andrew USA 17,000

2011 EQ, Chrischurch New Zealand 16,500

2011 Floods Thailand 16,000

Earthquake

1994 Northridge USA 15,300

2005 Hurricane Wilma USA, Caribbean 12,500

2012 Drought USA _ 12,000
World natural catastrophe losses, 1980 - 2015
(Overall and insured losses)

300

Overall losses

(in 2015 values)
200
Overall losses
(in 2015 values)
100 ‘ |
,-_.1,;.1,..1..._!..,l,l,l,l,l.I,l-l,n.l,l.l.l,l,l,l, ,l,l.l.l.,l. JJ.ll,
1980 1990 2000 2010 2012 2014
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Economic: adapting to a multipolar world

The economy is the second most
pressing risk for the industry
participants in Banana Skins

Struggling to sustain margins

PwC

Economic conditions put a strain in
customer’s spending — including strain on
life, annuities and pensions

Higher capital charges for guaranteed
products could further drive up costs and
lower returns in many markets

Financial policies such as quantitative easing
will impact equity values, and contribute
further uncertainty and risk.

In particular for the P&C, low investment
returns and a softening market

The keys to sustaining margins may include:

» Simple, low-cost, digitally distributed
products for the mass market

»  Use of risk analytics to help offer
guaranteed products

Struggling to sustain margins (cont’d)

 Strategic alliance to pursue new customers
and increase revenue

@

More than 30% of insurance CEOs see
alliances can help to strengthen
innovation and gain access to new and
emerging technologies

Only 10% of insurance CEOs are
looking to partner with start-ups

Alternative area of growth

Insurer need to consider their opportunities with:

South America, Asia, Africa, and the Middle East
(SAAAME)

Affordable and comprehensive products need
to be made to customers who are unfamiliar
with insurance

A partnership with local authorities and
businesses will help gain an access to
customer data

Rural vs. urban areas

Purchases of insurance will increase due to
the growth in city population

Other underinsured areas

22



" Economic: adapting to a multipolar world (cont’'d)

@ Tackling under-insurance
Tackling the under-insured
17 fast-growth markets had an annualised insurance
deficit of $168 billion, creating threats to sustained
In USD bn, at 2013 prices economic growth and the ability to recover from
disasters.
400

M Insured losses
" Uninsured losses
== 10-year average insured losses
300 = » » 10-year average tofal economic losses

200

100

(0]

Economic loss = insured + uninsured losses
Source: Swiss Re Sigma

PwC

23



' Political: adapting to heightened instability

PwC

Government plays an increasing role
in the insurance market. Closer
alignment with government goals
could give insurer advantages to how
it operates, pursue opportunities and
attract bight candidates

A

A partnership with the Government offers opportunity
to co-develop effective retirement and health care
solutions. However, this could also lead to greater
state influence, media scrutiny and reputational risks.

Impact of regulation

Regulatory change creates huge operational disruption

Insurers need to balance higher capital demands and the
pressure to provide affordable retirement and healthcare
policies. (Regulatory body: Office of Insurance Commission)

The risks are heightened by tighter customer protection
regulation and supervision in many countries. (Regulatory
body: Office of The Consumer Protection Board)

Financial crime regulation and anti-money laundry are more
closely regulated. (Regulatory body: Anti-Money Laundering
office)

Impact of regulation (cont’d)

What can companies do:
+  Technology can help control the cost of compliance

*  Through technology, insurer can enable regulators to
oversee a more digitised insurance industry and keep
pace with broadening scope

A more unstable world

While globalisation bring about many opportunities, it could
also create potential disputes among countries and
corporation through:

e Trade sanctions
»  State-directed cyber-attacks

Insurers should seek to model threats and bring them to
their overall risk evaluation.

More growing role as risk advisors and mitigators

24
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Political: how government’s policy affects Thai insurers

Thailand 4.0 policy

The Thailand 4.0 policy will lead to the
restructuring of the Thai economy. It
will transform the country into a value-
based economy and move toward an
innovation-driven economy.

This will reshape how insurers do their
business in term of Customer centric,
underwriting and pricing process,
claim management and distribution
channels.

Thailand 4.0

PwC

PromptPay

As part of Thailand 4.0, the future of
payment is in the air with PromptPay.
PromptPay is pushing forward a
cashless society.

As PromptPay continues to grow and
establishes itself, the Insurers’ IT
structure should grow correspondingly
to make the digital funds transfer more
secure and reliable.

ASEAN Economic
Community (AEC)

One of AEC’s key agenda is to liberalise
the insurance sector.

Several Asean states have already "fully
liberalised the cross-border supply of
international maritime, aviation and
transit insurance.”

25
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Insurance companies are watching you - on

Facebook

Email or Phone

Sign Up
It's free and always will be.
First Name: .
Last Name:
Your Email: |
Re-enter Email:
New Password: _
| am: Select Sex: %

Birthday: Month: §  Day: + VYear: %

Why do | need to provide my birthday?

By clicking Sign Up, you agree to our Terms and

Things that connect us that you have read our Data Use Policy, including

our Cookie Use.

We honor the everyday things that bring us
together and celebrate people everywhere
Opening up and Connecting. Share i Create a Page for a celebrity, band or business.

H## English (US) Espafiol Portugués (Brasil) Frangals (France) Deutsch Ialiano sl B shEc(i)

Facebook © 2012 - English (US) Mobile - Find Friends - Badges - People - Pages - Apps - Games - Music - About - Create an Ad - Create a Page - Developers - Careers - Privacy

Facebook

PwC
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Ecosystem insurers do?

PwC InsureTech I InsureTech What should
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' PwC InsureTech Survey

PwC
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InsurTech: A golden opportunity for insurers to
innovate

Www.pwe.com/us/insurance
] x]>]

“Three of the biggest
drivers of disruption
ﬁ@ﬂ@ ety A goliny sepercnity for include:
e Customer
expectations
 Pace of
innovation

o Startups”

PwC 31
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What are the opportunities related to the rise
of FinTech within the financial services industry?

PwC
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DeNovo InsurTech Companies Funding

1200
1400

1000

800

600

400

200 .
N N

2010 2011 2012 2013 2014 2015

Funding ($m)

PwC
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How do insurers deal with FinTech?

We engage in joint partnerships with FinTech 20%
companies 2
We set up venture funds to fund FinTech 10%
companies .
We rebrand purchased FinTech services 9%
{white labelling)
We establish start-up programmes to incubate
; : 7%
FinTech companies
We acquire FinTech companies - 4%
We launch our own FinTech subsiduaries - 4%
Do not know - 4%
0% 5% 10% 15% 20% 25%

Source: 2016 PwC Global FinTech Survey

PwC 34



Industry Trends

Self-directed services

Usage-based insurance (pay-as-you-go)
Remote access and data capture
Connected/smart car

New models of holistic advice (robo-advice)
Granular risk and/or loss quantification

Shift from probabilistic to deterministic model

Connected health & medical advances

© ©® N T bk N F

Ride-sharing solutions
10. Robotics and automation in core insurance

11. Blockchain

PwC 35
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Usage-based insurance

Usage-based
insurance (UBI)
also known as pay
as you drive (PAYD)
and pay how you
drive (PHYD) and
mile-based auto
insurance is a type
of vehicle
insurance whereby
the costs are
dependent upon
type of vehicle used,
measured against
time, distance,
behavior and place.

Source: BBC

PwC

HOW PAY AS YOU DRIVE WORKS /

P N ’

(G) - ---- > @ L

e

1 Telematic device fitted in boot of car

2 GPS satellite used to track car's route and time of travel
3 Information 1s stored by the dewvice in the car

4 Device then calls insurer's computer with data

5 Computer works out vour bill

36
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Ride-sharing services

UBER
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What is Blockchain?

Blockchain technology is attracting enormous attention from our clients
and the wider market

Blockchain is distinet from Bitcoin, which is one application of the technology. Bitcoin has
been a proving ground for the underlying Blockchain technology. In a “trustless” environment since
2008 Bitcoin has proved Blockchain to be secure and restlient and it has not been hacked

Blockchain’s key features:

@ Distributed ledger creating a single shared view of transactions - every
participant in the network has simultaneous access to a shared view of information

Peer-to-Peer Network with no centralised authority. Technology replaces
the need for a third party to authorise transactions and manage updates

() Trusted by use of consensus, verification is achieved by network participants
confirming changes with one another in real-time

@ Smart contracts - the ability to run additional business logic means that shared
agreement on the expected behaviour of a transaction can be embedded

“.....It's important that we focus on Insurance for the digital age and
Blockchain is one of the key pillars of that ~ (Sylvain Theveniaud - Allianz)

PwC
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Firm are investing

Firms are exploring new ways of working to develop new client services and
to increase efficiency

SETLCoin patent and Investment in Bitcoin Financial Services Start-Up

Goldman Sachs has filed for a patent on a eryptocarrency SETLCoin intended to facilitate clearing and settlement of securities and other
transactions. Led a $50 million funding round for Bitcoin financial services start-up, Circle Internet Financial, which offers mobile
payments

John Hancock/ManuLife Announces Blockchain Technology Tests
John Hancock has begun work on multiple blockehain proofs-of-concept designed to show how distributed ledger technology could
reduce cost and inefficiency in back office operational processes. The processes explored include KYC and settlement use cases.

3% UBS

Blockchain Research Lab in London

UBS has opened a technology lab in London to explore how Blockchain technology can be used in financial services — the bank has
publically demonstrated a smart-bond settling on a proof of concept blockchain application. They are exploring 5 other use cases
including a mechamism by which TUBS retail Chients could collect and spend loyalty points across multiple vendors

Allianz ()

Working with Everledger
Announced in December 2015 that the company was exploring a number of promising blockchain use cases with Everledger the fintech
firm that has developed a diamond tracking application

Schroders

Fund Management Cooperation

Reports that 5 of the UK s largest Asset Managers are joining forces fo determine how Blockchain can be used to drive down trading
costs, The firms reportedly working on this are Schroders, Aberdesn Asset Management, Columbia Threadneedle, Aviva and Henderson
Global Investors

R CRUTERN R S L EEE N, O e

Working on Syndicated Loans application

Has started trials to introduce DHgital Asset’s Blockchain technology to their syndicated loan business, the trail is aimed at addressing the
settlement process where the underlying assets rely on complex manual processes involving multiple parties and there is the potential for
sefflement to take weeks

A i
i

Investing in target fintech firms
Has invested in Blockstream's $55 m funding round “We are convinced that blockchain technology has the ability to transform not only
financial services but also other indnsiries,”

PwC
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Robotic Process Automation

. . .h"d
Automated Credit card account opening nab
Challenges How RPA helped
e The average time to action an item on the » Automated their credit card account
highest volume credit card account opening opening process for online
queue, when no customer interaction is applications where income
required, is 4 hours verification is not required
* Queue is operated by 5 offshore FTE * Designed and implemented a
e Manual errors lead to downstream automated process which reduced
complaints operating costs and completion time
Results
Reduced offshore o o From 4 hours
oty Q7,9% Q8% inut
AU$268k/year - to 5 MInutes
reduction in of automated
processing time on transactions through
average process cycle the process

PwC 40
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Automation Intelligence Technologies

Business Process

Management (BPM) &
DIGITISATION

Workflow capability to

Description integrate t:lusmess_
processes across muktiple
systems
Optimising judgmental
processes that exscute
. e over multiple systems or
Appicabiiy are long running to ease
processing for system
Lsers
Example Face-to-Face/Phone
Process Customer Onboarding
Y -~/
Peqgal
Select
Providers KOFAX &

PwC

Robotic Process
Automation (RPA)

User or in-application Enterprize grade, front end

trigoered automation of system to system
desktop application based = integration replicating the
processes actions of a human user

Rule based repetitive
processes based on

Simple, structured data atfiacivied daba ints

based processes that can

be automated fo augment . . come RPA tools are

the work done by the ;
h geiting betier at
i processing unstructured
data as well

Data Capture in
Judgemental Process

Accounts Payable

Lopenspan 4 ANV WHERE
[UiPath blueprism

UilPath

o L

RPA with the ability to
leam {and once within
guality thresholds,
process) judgemental
activities through
observing human users
processing reguests

High transaction volume
processes relying on
unstructured data that may
require some judgemental
processing

Claims Lifecycie

F'WorkFusion

Assistants

Cognitive agent that

employs continual leaming

to process customer
reguests through
simulated converzations

Judgemental processes
requirng interaction with
the customer
Note: Chat Bots can also
simuiate a conversation,

but fack the leaming
compaonent

Customer Servicing

3 1.

. ‘@.

=LA

MUANCE Al

— Automation Intelligence —

Digital / Virtual

Usze of a cognitive
framework to develop
insights through applying
leaming from multiple data
SOUrces

Use of Arificial Intelligence
is increasing in areas
where a vast array of data
processing is required to
make decision while
considering the overall
context

Predicting Risk Scenarios

1 Warlgeon

&4 Google DeepMind
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InsureTech Ecosystem
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Business Imperatives

“_niiililiiliolllill BU.SI':HESS Oppﬂrtuﬂiﬁes—ﬂxferﬂﬂf V[E].-V iiil..ti.iiililli-_‘

Meet changing Enhance interactions Augment existing
customer needs with and build trusted capabilities and

new offering relationships rmi;:g: ;f}:' %ﬂ‘fg“-'
1pP5

Sales ﬂru:[ Lusmmw I

Incumbent Insurers

Leverage existing Utilize new approaches Enable the business '*_« 1 L’f’;
data and analytics to to underwriterisk and with sophisticated v
Customer senmaterslinstoils pr ot GpEpidatal Market & business
environment
S B eseassassansaunsan Blsiness Opportunities— Internal View shamsensaaniansaan’
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Metromile — Pay Per Mile Insurance Offering

Don’t Drive Much
You Can Save $500.

Metromile’s pay-per-mile insurance offering
saves low-mileage drivers a ton of money.

GET AQUOTE n

Or call an agent at 1.888.242.5204

PwC 45
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Lemonade — P2P Insurance
Jemonade

Forget Everything You
Know About Insurance

Instant everything. Killer prices. Big heart.

CHECK OUR PRICES
’_C\_‘ (® Watch the video
[
[ 1, [| Q

YAHOO! FORTUNE  THEWALLSTREETJOURNAL. Forbes ™¥NE*" peonomise VentureBe

How Lemonade Works

Lemonade reverses the traditional insurance model. We treat the premiums you pay as if it's your money, not
ours. With Lemonade, everything becomes simple and transparent. We take a flat fee, pay claims super fast,
and give back what's left to causes you care about.*

L

TechCrunch

f NEW, YORK POS T8

Instant Everything

Maya, our charming artificial intelligence bot will craft the perfect insurance for you.

@ @ P

A transparent 20% We pay claims If there's money leftover,
fee to run everything super fast we give it back to causes

It couldn’t be easier, or faster.

@ See the Lemonade App in action

\

Y 3 Minutes
To get paid

4
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Insurify — The largest marketplace in the car
insurance industry

Compare car insurance. Simple and smart.

Myzipcodeis 10005

START SAVING NOW
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Givesurance — Donate insurance premium to
charity

G I V E s U R A N C E FOR SCHOOLS & CHARITIES SIGNUP  LOGIN

Recewe I\/Iore Donatlons

GET STARTED NOW

PwC 48



Zenefit — B2B2C player

Zenefits created new channels to connect insurers, brokers, employers and
employees

ZENEFITS PLATFORM CUSTOMERS SERVICES PRICING RESOURCES (BBE 13-3263 Login Sign Up

E PLATFORM

All your HR Apps in one place. All working together.

Payroll

Fully-integrated payroll automatically 5 @
updates itself as changes are made. "

m

HR Management _ Welcome to All-in-One HR.

Streamline hiring, onboarding, and
employee records management

TEMNEFITS

() Benefits o ’ @
Manage employee benefits quickly and i |

easily online. @ @ a e s‘,— % | Youpeople ine |
o®n @ ) gl

(y Compliance
Handle the complexities of ACA and HR
compliance needs with confidence.

wany L

() Time - - ) @ a ‘&

Expedite time tracking and time off
management. - . : o

Integrations

Add popular 3rd party apps to realize the
full value of a connected workplace.

()




| What should insurers do?

PwC 50



What should insurers do

1) Meet changing customer needs with new offerings
2) Enhance interaction and build trusted relationships

3) Augment existing capabilities and reach with strategic
relationships

4) Leverage existing data and analytics to generate risk
Insights

5) Utilize new approaches to underwriting risk and
predicting loss

6) Enable the business with sophisticated operational
capabilities

PwC
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Taking
customer
connection to
a new level

Cyber resilience
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Taking customer connection to a new level
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The route to digital: where is it all heading

In the past, digital business meant e-commerce. But the landscape has changed; the rapid
rise of media, smart devices, big data and cloud computing has opened up new avenues of
potential

A

</

Social media Smart devices, sensor Big data and analytics Cloud computing
technology, wearable tech

PwC 56



By 2017 a new breed of customer will dominate
— we call them Digital Natives

4 Traditional consumers

\

. Transitionals Digital natives

\ o

[ ’\\ L

2000 2005 2010 2015 2020 2025
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What does it mean for business?

As a result, businesses have changed to deal with:

w oo <

More transparency Reduced barriers to interacting Using new business models
with customers globally

© 1

Different threats and risks to An economy based on outcomes, The rise of the trust economy
privacy and security not products and services
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Digital holds the key to customer connection.

D) N

71% 26%

of consumers surveyed used some of consumers surveyed bought
form of digital research before their policies online (e.g. web
buying insurance (e.g. price or via a mobile device)

comparison or social media)

.4
68% 67%

s

50%

of consumers surveyed would be of consumers surveyed would be of consumers surveyed would be
willing to download and use an app willing to have a sensor attached to prepared to provide their insurer with
from their insurance provider their car or home, if it could result additional personal and life style

in a reduction in premiums information to enable them to seek the

best deal for relevant services on their
behalf
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| Adding value through digital

Three waves of change taking place:

Businesses have the right mix of digital retail channel
channels to improve customers’ e-commerce
experience and successfully integrate their

physical and digital operations e-commerce

Businesses exploit information gained from

how customers want to use their products and
services to develop new propositions that help
customers improve their lifestyle and increase
their loyalty.

passwords Google+

Customers’ digital identify will become complex. loyalty cards o
The more they interact with business’s products and e '
services, the more insights they will gain about puyment
themselves. That then offers an opportunity for a FACER00K

‘digital identity manager’ to work on their behalf to e —
get the best deals

PwC



Wave one: shaping a new customer experience

Preferred form of engagement

Which channel would you prefer to communicate or interact with your insurer?

1. Research

2. Quote

3. Purchase

4. Renew

5. Amend

6. Claim

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%
M Digital " Email M Telephone

Source: 9,281 consumers interviewed as part of PwC'’s digital insurance survey, 2014

PwC
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Wave one: shaping a new customer experience
(cont’d)

Ease of access
24/7 availability

Cheaper

Ability to compare
products online

0% 5% 10% 15% 20% 25% 30% 35% 40% 45% 50% 55% 60% 65%

Source: Consumers who bought insurance online as part of PwC’s digital insurance survey, 2014
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Wave two: new and enhanced products

Digital is doing more than just changing the customer experience. As a nonphysical product, insurers have the
ability to change the product and service itself

purchasing, GPS, social media and other digital trails people leave. A lot of this information is unstructured and new

O 2| The next level of ‘information advantage’ is going to come from extracting risk and customer profiling data from the

analytical techniques are emerging to get the insights from it.

Structured

e Data that is identifiable because
it is organised in a particular
way

e Typically, data is structured as
an array, hash table, linked list

of stack
Unstructured
. Data that has no identifiable
structure

. Since documents can have its
own structure based on the
software used to create it, this
is sometimes referred to as
“loosely structured data ”

PwC

Internal

Information, facts and data available from
within a company’s information system

External

Information that is found from outside the
company, or from third parties

» Transactional data
Sales, cost, inventory, payroll, and
accounting

+ Operational data
Parts tracking, back account info,

customer details, ERP ‘

L

+ Market data
Retail, macro-economic indicators
(OPEC oil prices, inflation, etc.),
market surveys, etc.

« Third party reports
Equity research, Datamonitor

Text Data:
TI°'T
’ HoFZ1IMT
[l

Multimedia:

.ﬁ (11} Tube
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Wave three: managing the digital identity

Widespread readiness to provide a broader range of behavioural
O 1 data to their insurer in return for the potential value — and cost-
saving — that sensor and data can provide.

Some customers might go further by giving the insurer — or information
O 2 company, which might be a better description for this evolving business
model — access to all their personal data.

can only be achieved if the customer believes that the company is willing

O 3 This would of course demand a high level of trust in the insurer, which
to put the customer’s interests before their own.
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' What’s holding businesses back?

Constantly Lowering
moving barriers to

competitor

2[5

PwC

65



| . o . .«
Prerequisites for success in the digital age

Understand how value is created in
the digital economy in your value
chain and ecosystem. Define your new

Understand the rapidly evolving digital
customers’ behaviour, needs and
desired outcomes and the impact on

profitability and growth business model.
Be equipped to protect your Protect Design your required proposition
assets, data and reputation and optimal operating model and
against the threats of the digital a clear route to achieving it
world

Fostering of new business ideas,
their incubation and development
to scale

Adopt agile approaches to design,
build and integrate enterprise-wide
social, mobile and web solutions
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Data analytics
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' The data explosion

The amount of data in the digital universe is doubling every two years. Equivalent to

approximately:

PwC

2013

O

131 DVDs per
person on the planet

X 50

The enterprise’s data
volume will grow 50
times each year between
2014 and 2020

2020

00000
0000C

1,232 DVDs per
person on the planet

85%

85% of this data is
coming from new data
sources
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' What is data analytics?

PwC
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|Beneﬁts of data analytics

O1

=
N o +
S W
Operational Enhanced customer

Efficiency experience

CEOs see greater operation efficiency
(90%) and the enhanced customer
experience (82%) as key benefits of
leveraging data and analytics.

_____________ PwC 2015 CEO Survey

PwC

02
e €S

Productivity Profitability

Companies that characterise
themselves as data-driven organisation
are in the top third of their industry are
5% more productive and 6% more
profitable than their competitors.

--------- Harvard Business Review
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The new frontier of data analytics

Predictive analytics

. X ] What will happen?
Diagnostic analytics

Increasing business value

Prescriptive analytics

Judging what should
happen and making it
happen

©

. . Why did it happen?
Descriptive analytics Y PP
Social media
What happened?
ﬂ Sensors
Video
Database Website

Structured data and Unstructured data and
operation decisions strategic decisions

Increasing sophistication of Data and Analytics

PwC
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Effective data analytics

The real power of data lies in creating actionable insight, and applying this insight to transform the
organisation. We believe that effective data and analytics comprises four key components.

Manage 0 Perform 0 Create O Harness e
data analytics visualisation insight
Collecting, consolidating Applying intelligent Converting the data into Applying the insight into
and cleaning relevant data techniques to uncover a more comprehensible more effective decision-
insight from the relevant and user-friendly format making
date W0,
4 4 > - @:
m e T
o " B
- s o
o am T
Increasing amounts of data Predictive, descriptive and Tableau and Qlikview Improved risk, compliance, margins,

from new and existing sources prescriptive analysis productivity, growth and innovation

PwC

=
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Example of data analytics in insurance industry
BI Claims reports

Insurance group in Middle East

Business issue

An insurance company sought a review of their motor and medical claims processes to identify whether any major issues exist that may be contributing to the
large growth experienced in claims volumes.

The company wanted claims data being accurately entered and paid by their systems rather than analysing the efficiency of the claims process flow practice
currently adopted.

Solution
Clabnes Bata Analysks
The insurance company used data i iy e
analytics to identify instances within o o LT
the client’s claims process where D R R
comparable anomalies are S e e
identifiable, for example =i Waom e
identification of double payments, = e L N
double entry of claims or instances i e i e R S e
where the claim amount differs to the Ireecces el g DO LE LI

T 0 i 1

]
—
CRC 90 Tiaiug
[ ETRUIUT TS VT |

|

=]

]

|

paid amount. Additionally, the
company gain claims process insights
and a benchmarking analysis against
its peers.

BT B0 CE Clwgia
Pl LHDCCGnam ke
¥ 1 P Soaten

READ ek e b
SN0 LT Claegda

he Bl
ST T

Business benefits

The insurance company was able to benefit from a report outlining of findings and recommendations for closing any identified gaps and detailing findings and
exceptions. Additionally, the company can perform benchmarking analysis against their peers, a list of recommendations on the claims process compared
against best practices, and insights about how the claims process is working on other organisations.
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Data privacy

CEOs worry about a variety of digital risks and their impact on trust

Q: To what extent do you think the following areas will
impact negatively on stakeholder trust levels in your
industry in the next five years

Cyber security breaches affecting business 38% 53%

information or critical systems o

i i itical sy 8 4 /O
(1) 0,

Breaches of data privacy and ethics 357% 55% of People say br.eaches of data
" privacy and ethics causes them
0, . .
IT outages and disruptions 437 sl to lose trust in companies

Aritificial Intelligence and automation 9% o
(including blockchain) 470 0%

B To some extent  mTo a large extent

The outside forces influencing | Customer expectations
your privacy strategy . | change rapidly and are
(by degree of change) | becoming more influential

Finding the right balance

. Regulator activity
between protecting data

accelerating in industries
that lack privacy laws

and using it to grow the
business is critical today

Laws and standards are
~ currently the strongest
Standards  influencers

Regulators

)
o0
=)
<
=
(&)
G
o
<5}
<)
=~
o0
<)
a
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| Cyber resilience




' What we hear from you

Number 1 risk: Non-life insurers Cyber crime costs the global
taking part in the latest Banana economy more than $400 billion a
Skins survey ranked cyber risk as the year and the costs will continue to
biggest risk facing their businesses grow.

PwC



| Cyber vulnerabilities: a risk like no other

PwC

Both frequent
and severe

As figure 1
indicates, cyber
risks score highly

on both impact and
likelihood

Loss contagion
is hard to
contain

Risks are
difficult to
detect, evaluate
and price

=

Average financial losses due to security

$0.65 $0.41

Small

Revenue less than $100 Million

incidents, 2013-2014

m2013 m2014

$1.0 $1.3

Medium

Revenue $100 Million - $1 Billion

$5.9

$3.9

Large

Revenue more than $1Billion
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Estimated likely source of incidents

Insiders-Employees
Current employees

Former employees
Insiders-Trusted advisors

Current service providers/consultants/contractors
Former service providers/consultants/contractors
Suppliers/business partners

Information brokers
Outsiders

Hackers

Competitors

Organized crime

Activist/activist groups/hacktivists
Terrorists

Foreign entities/organizations
Foreign nation-states

Source: PwC Global State of Information Security Survey 2015

PwC

31%

32%



| [ o [ ° . °
Future priorities: what are your priorities?

Priorities

, . v
You can’t secure everything v
«  Enterprise security architecture
e Strategy, organisation and governance

Seize the advantage
« Digital trust is embedded in the strategy

+ Privacy and cyber security legal compliance

»  Threat intelligence » Risk management and risk appetite
Connections
s
It’s not if but when @ L .
« Continuity and resilience Foyp 5. . 1 o Their risk is your risk
» Crisis management r dlglta « Digital channels
» Incident response and forensics « Partner and supplier management
* Monitoring and detection * Robust contracts

People matter
e Insider threat management
. People and ‘moments that matters’

 Identify and access management

« Information technology, operations
technology & consumer technology

 Security intelligence and analytics
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Putting cybersecurity into perspective

Cybersecurity encompasses all people, processes, technologies and
relationships involved in protecting assets shared throughout the ecosystem.

Cybersecurity today is a rapidly evolving challenge of advanced skill,
strategy and technology. As a result, the security models of the past decade
are no longer sufficient.

Cybersecurity issues should not be addressed in isolation; the

changing threat landscape should be a part of an enterprise
risk strategy.

Organisations may face threats from new adversaries: nation
states, organised crime, hacktivists, insiders and even terrorists.

PwC
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Information security and risk control

Building in resilience
Business continuity
management, disaster

recovery, crisis management

Managing incidents
Incident response review,
corporate and regulatory
investigation and readiness,
crisis response

Building secure systems and
infrastructure

Security architecture, network security,
cloud computing security, identity and
access management solutions,

ERP security.

PwC

Business
Continuity
Management

Process

Technology

Setting direction

Security strategy development,
organisational design, management
reporting

Creating a sound framework
of control

Risk, policy and privacy review,
regulatory compliance assessment,
data loss prevention, awareness
programmes

Managing Exposure
Penetration testing,

vulnerability scanning and
remediation, continuous and global
threat monitoring.
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Scenario

Property and casualty Life, annuities and pension Commercial insurance
in 2025:all-round prevention in 2025: fit for the future in 2025: advanced risk detection
and protection averts cyber-attack

The insurance coverage will be Lifestyle, health and financial The cyber protection forms part
comprehensive, from detecting coverage will be designed to of a comprehensive ‘business as
potential faults at home, adjusting make it easier to stay healthy, usual’ risk management package,
transport requirements automatically, manage finances and plan for which automatically anticipates
to helping customers sort out their the future and responds to any problems in
problems supply, customer service and
reputational integrity
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Implication for the future of you business

Property and casual . 17 . . .
perty . ty Commercial lines Life, annuities and pensions
personal lines

» Automated underwriting and .

competition from aggregators and
new entrants will lower prices and
accelerate commoditisation of core
business lines

New opportunities: new information-
based models

An access to customers’ data enables
insurers to tailor services for each
customer

Stronger role for agents in helping
people in understand and mange
complex protection needs
Partnerships with travel companies
and motor manufacturers in a form
of bundle services

New ecosystem of information and
assets will create more opportunities

ADAS technology is predicted to
reduce annual auto losses in a
developed market, but risks and
claims profile will be more complex,
as driver use self-driving and ADAS
driving interchangeably

Revenue models will shift from
premiums to premiums plus
subscription

Growth opportunities in cyber risk .

and supply chain risk

Broader risk prevention and
mitigation discussions with both
agents and policyholders

Alternative risk transfer: moving
beyond catastrophe into cyber and
supply chain risk

Advanced analytics could help to
mitigate the frequency of accidents,
business interruption and other
losses

Rising losses demands a growing
need for co-ordinated risk
management solutions

Life coverage will shift from life
benefits to well-being and quality of
life

Advanced analytics will enhance the
precision, customisation and
flexibility of financial planning and
risk protection

Sensor technology will increase
integration between insurers and
health care providers

Life coverage will shift to shorter
term contracts
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Insurance leaders foresee disruptions than others:
a change in strategy will bring competitive edge

Customer revolution  Digitalisation  Information advantage

A more fragmented market Better accessibility, Adopting a flexible, data-led
with higher expectations for customisation and iterative approach to achieve
customer-centric services adaptation customer-centricity and

revenue growth

Two-speed growth  Disruption and innovation

Fast-paced changes in Innovation will speed up a new
technology in times of low business model creation and a shift
economic growth to online and mobile platform at a

faster pace than ever before
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PwC insurance services
Please contact us for further information

PwC

Anothai Leekitwattana
Partner, Insurance leader

Email:

anothai.leekitwattana@th.pwe.com
Tel: 02-344-1100

Vilaiporn Taweelappontong
Partner, Consulting

Email:
vilaiporn.taweelappontong@th.pwe.com

Tel: 02-344-1042

Rinrat Pasavekin
Director, Risk Assurance

Email: rinrat.pasavekin@th.pwc.com

Tel: 02-344-1029

Please also contact our insurance team:
Harin Artamnuayvipas
Senior manager, Assurance

Email: harin.artamnuayvipas@th.pwc.com

Tel: 02-344-1202

Kesinee Rattanapoka

Senior manager, Assurance

Email: kesinee.rattanapoka@th.pwe.com
Tel: 02-344-1307

PwC Thailand and Our global network

PwC has had a presence in Thailand for more
than 56 years, and there are over 1,600 people
in our Bangkok-based office. Our client base
includes the largest Thai and multinational

companies, as well as government institutions.

Our close interaction with both economic and
state bodies allows us to keep up with the fast
changing business environment. We believe
that sound governance and transparency form
the bedrock of leadership, and we are
committed to serving with integrity and good
sense. At PwC, we measure our success by
yours.
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" Thank you

This content is for general information purposes only, and shouldn't be used as a
substitute for consultation with professional advisors.

© 2017 PwC. All rights reserved. PwC refers to the Thailand member firm, and
may sometimes refer to the PwC network. Each member firm is a separate legal
entity. Please see www.pwc.com/structure for further details.




